
Антивирус

Dr.Web Anti-Virus 4.44.0.8030 beta

Kaspersky Anti-Virus 7.0.0.125

Symantec Norton AntiVirus 2007

Panda Antivirus 2008

Avast! Professional Edition 4.7.1029

AVG Anti-Virus  7.5.476

McAfee VirusScan 2007

Trend Micro PC-Cillin 2007
Avira AntiVir PE Premium 7.0

F-Secure Anti-Virus 2007 7.02.395
Eset NOD32 Antivirus 2.70.39

Sophos Anti-Virus 6.5.7 R2
Dr.Web Anti-Virus 4.33.3
BitDefender Antivirus 10
VBA32 Antivirus 3.12.2.2
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Table 1a. Brief results of testing of antiviruses for the treatment of active 
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Results of the testing of antivirus products for the treatment of active 
infections (Test 2, Sept. 2007)
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Antivirus \ malware *
Avast! 

Professional 
Edition 4.7.1029

AVG Anti-Virus 
7.5.476

Avira AntiVir 
PE Premium 

7.0

BitDefender 
Antivirus 10

Dr.Web Anti-
Virus 4.33.3

Dr.Web Anti-
Virus 

4.44.0.8030 
beta

Eset NOD32 
Antivirus 
2.70.39

F-Secure Anti-
Virus 2007 
7.02.395

Kaspersky 
Anti-Virus 
7.0.0.125

Adware.Win32. Look2me.ab + + - - - - - - +
Adware. Win32.NewDotNet + - - - - + - - +
AdWare.Win32.Virtumonde.bq + + + - - + - - +
Backdoor.Win32.Haxdoor.ix - - - - + + - - +
Backdoor.Win32.PcClient.ca + + + - - + + + +
Email-Worm.Win32.Scano.ac - - - - - - - - +
Trojan-Clicker.Win32.Costrat.l - - - - - + - - +
Trojan-Downloader.Win32.Agent.brr - - - - - + - - -
Trojan-Downloader.Win32.Agent.brk - - - - - + - - -
Trojan-Proxy.Win32.Agent.lb + + + + - + + + +
Trojan-Proxy.Win32.Wopla.ag + + - - - + - - +
Trojan-Proxy. Win32.Xorpix.ba + + - - - + - - +
Trojan-Spy.Win32.Bancos.aam + + - - - + - - -
Trojan-Spy.Win32.Goldun.ls + + + - + + + + +
Virus.Win32.Gpcode.af - - - - - - - - +
Rootkit.Win32.Agent.ea - - - - - + - - -
SpamTool.Win32.Agent.u - - - - - + - - -

Total 9/17 8/17 4/17 1/17 2/17 14/17 3/17 3/17 12/17

Table 1b. Complete results of testing of antiviruses for the treatment of active infections

* - malware names are specified in accordance with the Kaspersky Lab classification 



Antivirus \ malware * McAfee 
VirusScan 2007

Panda 
Antivirus 2008

Sophos Anti-
Virus 6.5.7 R2

Symantec 
Norton AntiVirus 

2007

Trend Micro PC-
Cillin 2007

VBA32 
Antivirus 
3.12.2.2

Adware.Win32. Look2me.ab - + - + - -
Adware. Win32.NewDotNet + + + + + -
AdWare.Win32.Virtumonde.bq + - - + + -
Backdoor.Win32.Haxdoor.ix - + - + + -
Backdoor.Win32.PcClient.ca + + - + - -
Email-Worm.Win32.Scano.ac - - - - - -
Trojan-Clicker.Win32.Costrat.l - - - + - -
Trojan-Downloader.Win32.Agent.brr - + - + - -
Trojan-Downloader.Win32.Agent.brk - - - - - -
Trojan-Proxy.Win32.Agent.lb + + + + + +
Trojan-Proxy.Win32.Wopla.ag - + - + - -
Trojan-Proxy. Win32.Xorpix.ba - + - + - -
Trojan-Spy.Win32.Bancos.aam - + - + - -
Trojan-Spy.Win32.Goldun.ls + + + + + -
Virus.Win32.Gpcode.af - - - - - -
Rootkit.Win32.Agent.ea - - - - - -
SpamTool.Win32.Agent.u - - - - - -

Total 5/17 10/17 3/17 12/17 5/17 1/17

+
-

 - antivirus successfully removed the active infection, and the system was restored (or was not damaged).
 - antivirus solution failed to remove the active infection or the system’s integrity was seriously damaged

Table 1c. Complete results of testing of antiviruses for the treatment of active infections



Malware name Result Details
Adware.Win32. Look2me.ab + Autorun key remained in the system registry.
Adware. Win32.NewDotNet + Autorun key remained in the system registry.

AdWare.Win32.Virtumonde.bq + Autorun key remained in the system registry.

Backdoor.Win32.Haxdoor.ix - Detected and deleted dvb03a.dll file but the other files (dvb03a.sys,dvb06a.sys,qo.sys,qo.dll) weren't
detected.

Backdoor.Win32.PcClient.ca + Autorun key remained in the system registry.

Email-Worm.Win32.Scano.ac - Windows Desktop disappeared after deleting malware file and restart (autorun key remained in the 
system registry).

Trojan-Clicker.Win32.Costrat.l -  The trojan isn't detected.
Trojan-Downloader.Win32.Agent.brr -  The trojan isn't detected.
Trojan-Downloader.Win32.Agent.brk -  The trojan isn't detected.

Trojan-Proxy.Win32.Agent.lb + Autorun key remained in the system registry.
Trojan-Proxy.Win32.Wopla.ag + Autorun key remained in the system registry.
Trojan-Proxy. Win32.Xorpix.ba + Autorun key remained in the system registry.
Trojan-Spy.Win32.Bancos.amm + Autorun key remained in the system registry.

Trojan-Spy.Win32.Goldun.ls + Autorun key remained in the system registry.
Virus.Win32.Gpcode.af - Didn't restore encripted files.
Rootkit.Win32.Agent.ea -  The trojan isn't detected.

SpamTool.Win32.Agent.u -  The trojan isn't detected.

http://www.anti-malware-test.com/ When using information taken from Anti-Malware-Test.com,
you are required to include a reference to the source material!

"Trojan isn't detected" means that antivirus didn't detect the malware in infected system, but successfully detected malware installer.

Avast! Professional Edition 4.7.1029



Malware name Results Details
Adware.Win32. Look2me.ab + Autorun key remained in the system registry.

Adware. Win32.NewDotNet - System error during system start, because malware autorun key was remained in the registry. 
Disappeared the internet connection.

AdWare.Win32.Virtumonde.bq + Autorun key remained in the system registry.

Backdoor.Win32.Haxdoor.ix - Detected and deleted dvb03a.dll file but the other files (dvb03a.sys,dvb06a.sys,qo.sys,qo.dll) weren't
detected.

Backdoor.Win32.PcClient.ca + Autorun key remained in the system registry
Email-Worm.Win32.Scano.ac - Coudn't delete malware file, which restored again after system restart.
Trojan-Clicker.Win32.Costrat.l -  The trojan isn't detected.

Trojan-Downloader.Win32.Agent.brr -  The trojan isn't detected.
Trojan-Downloader.Win32.Agent.brk - Detected and deleted only ip6fw.sys file which appeared again after system restart.

Trojan-Proxy.Win32.Agent.lb + Autorun key remained in the system registry.
Trojan-Proxy.Win32.Wopla.ag + Autorun key remained in the system registry.
Trojan-Proxy. Win32.Xorpix.ba + Autorun key remained in the system registry.
Trojan-Spy.Win32.Bancos.aam + Autorun key remained in the system registry.

Trojan-Spy.Win32.Goldun.ls + Autorun key remained in the system registry.
Virus.Win32.Gpcode.af - Didn't restore encripted files.
Rootkit.Win32.Agent.ea -  The trojan isn't detected.

SpamTool.Win32.Agent.u - Deleted *.nls file but it was restored after system restart. Couldn't check ndis.sys.

http://www.anti-malware-test.com/ When using information taken from Anti-Malware-Test.com,
you are required to include a reference to the source material!

"Trojan isn't detected" means that antivirus didn't detect the malware in infected system, but successfully detected malware installer.

AVG Anti-Virus  7.5.476



Malware name Results Details
Adware.Win32. Look2me.ab - Didn't detected all malware files.
Adware. Win32.NewDotNet - System was hunged up after multiple detection of malware file.

AdWare.Win32.Virtumonde.bq + The malware file was deleted after rename and system restart. Autorun key remained in the system 
registry.

Backdoor.Win32.Haxdoor.ix - Detected and deleted dvb03a.dll file but the other files (dvb03a.sys,dvb06a.sys,qo.sys,qo.dll) weren't
detected.

Backdoor.Win32.PcClient.ca + Autorun key remained in the system registry.
Email-Worm.Win32.Scano.ac - Coudn't delete malware file, which restored again after system restart.
Trojan-Clicker.Win32.Costrat.l -  The trojan isn't detected.

Trojan-Downloader.Win32.Agent.brr -  The trojan isn't detected.
Trojan-Downloader.Win32.Agent.brk - Detected and removed only ip6fw.sys file which was restored again after system restart.

Trojan-Proxy.Win32.Agent.lb + The malware was deleted after rename. Autorun key remained in the registry.
Trojan-Proxy.Win32.Wopla.ag -  The trojan isn't detected.
Trojan-Proxy. Win32.Xorpix.ba -  The trojan isn't detected.
Trojan-Spy.Win32.Bancos.amm -  The trojan isn't detected.

Trojan-Spy.Win32.Goldun.ls + Detected and renamed asusrx20.dll. Deleted malware driver after system restart. Autorun key 
remained in the system registry.

Virus.Win32.Gpcode.af - Didn't restore encripted files
Rootkit.Win32.Agent.ea -  The trojan isn't detected.

SpamTool.Win32.Agent.u - Deleted *.nls file but it was restored after system restart. Couldn't detect ndis.sys.

http://www.anti-malware-test.com/ When using information taken from Anti-Malware-Test.com,
you are required to include a reference to the source material!

"Trojan isn't detected" means that antivirus didn't detect the malware in infected system, but successfully detected malware installer.

Avira AntiVir PE Premium 7.0



Malware name Results Details
Adware.Win32. Look2me.ab - Didn't detected all malware files.

Adware. Win32.NewDotNet - System error during system start, because malware autorun key was remained in the registry. 
Disappear internet connection.

AdWare.Win32.Virtumonde.bq - Couldn’t delete the malware file.
Backdoor.Win32.Haxdoor.ix - The malware was detected by antirootkit but couldn't deleted it.
Backdoor.Win32.PcClient.ca - The malware was detected by antirootkit but couldn't deleted it.

Email-Worm.Win32.Scano.ac - Windows Desktop disappeared after deleting malware file and restart (autorun key remained in the 
system registry)

Trojan-Clicker.Win32.Costrat.l -  The trojan isn't detected.
Trojan-Downloader.Win32.Agent.brr -  The trojan isn't detected.
Trojan-Downloader.Win32.Agent.brk - Detected and removed only ip6fw.sys file which was restored again after system restart.

Trojan-Proxy.Win32.Agent.lb +  The trojan isn't detected.
Trojan-Proxy.Win32.Wopla.ag - Malware was detected by antirootkit but couldn't deleted it.
Trojan-Proxy. Win32.Xorpix.ba -  The trojan isn't detected.
Trojan-Spy.Win32.Bancos.amm -  The trojan isn't detected.

Trojan-Spy.Win32.Goldun.ls - Malware was detected by antirootkit but couldn't deleted it.
Virus.Win32.Gpcode.af - Didn't restore encrypted files
Rootkit.Win32.Agent.ea -  The trojan isn't detected.

SpamTool.Win32.Agent.u - Deleted *.nls file but it was restored after system restart. Couldn't detect ndis.sys.

http://www.anti-malware-test.com/ When using information taken from Anti-Malware-Test.com,
you are required to include a reference to the source material!

BitDefender Antivirus 10

"Trojan isn't detected" means that antivirus didn't detect the malware in infected system, but successfully detected malware installer.



Malware name Results Details

Adware.Win32. Look2me.ab - Winlogon process was closed with a critical error after reboot. The fast scan during antivirus 
installation didn't detect the malware.

Adware. Win32.NewDotNet - Error in mail defence module. The adware wasn't deleted.
AdWare.Win32.Virtumonde.bq - Couldn’t delete the adware file.

Backdoor.Win32.Haxdoor.ix + Detected and deleted all malware files after two requested system restarts. Autorun key remained in 
the system registry.

Backdoor.Win32.PcClient.ca -  The trojan isn't detected.
Email-Worm.Win32.Scano.ac - Couldn't delete malware file, which restored again after system restart.
Trojan-Clicker.Win32.Costrat.l -  The trojan isn't detected.

Trojan-Downloader.Win32.Agent.brr -  The trojan isn't detected.
Trojan-Downloader.Win32.Agent.brk - Detected and removed only ip6fw.sys file which was restored again after system restart.

Trojan-Proxy.Win32.Agent.lb -  The trojan isn't detected.
Trojan-Proxy.Win32.Wopla.ag -  The trojan isn't detected.

Trojan-Proxy. Win32.Xorpix.ba - On-access scaner blocked malware file during the system start. The malware remained active.

Trojan-Spy.Win32.Bancos.amm -  The trojan isn't detected.
Trojan-Spy.Win32.Goldun.ls + Autorun key remained in the system registry.

Virus.Win32.Gpcode.af - Didn't restore encripted files
Rootkit.Win32.Agent.ea -  The trojan isn't detected.

SpamTool.Win32.Agent.u - Deleted *.nls file but it was restored after system restart. Couldn't detect ndis.sys.

http://www.anti-malware-test.com/ When using information taken from Anti-Malware-Test.com,
you are required to include a reference to the source material!

"Trojan isn't detected" means that antivirus didn't detect the malware in infected system, but successfully detected malware installer.

Dr.Web Anti-Virus 4.33.3



Malware name Results Details

Adware.Win32. Look2me.ab - Winlogon process was closed with a critical error after reboot. The fast scan during antivirus 
installation detected the malware and restarted the system instead of it deleting.

Adware. Win32.NewDotNet + +
AdWare.Win32.Virtumonde.bq + +

Backdoor.Win32.Haxdoor.ix + Autorun key remained in the system registry.
Backdoor.Win32.PcClient.ca + Autorun key remained in the system registry.

Email-Worm.Win32.Scano.ac - The antivirus hung up during intallation. Explorer.exe process closed with a critical errror, autorun 
key remained in the system registry.

Trojan-Clicker.Win32.Costrat.l + +
Trojan-Downloader.Win32.Agent.brr + +
Trojan-Downloader.Win32.Agent.brk + +

Trojan-Proxy.Win32.Agent.lb + +
Trojan-Proxy.Win32.Wopla.ag + +
Trojan-Proxy. Win32.Xorpix.ba + +
Trojan-Spy.Win32.Bancos.amm + +

Trojan-Spy.Win32.Goldun.ls + +
Virus.Win32.Gpcode.af - Didn't restore encripted files
Rootkit.Win32.Agent.ea + Autorun key remained in the system registry.

SpamTool.Win32.Agent.u + +

http://www.anti-malware-test.com/ When using information taken from Anti-Malware-Test.com,
you are required to include a reference to the source material!

"Trojan isn't detected" means that antivirus didn't detect the malware in infected system, but successfully detected malware installer.

Dr.Web Anti-Virus 4.44.0.8030 beta



Malware name Results Details
Adware.Win32. Look2me.ab - Didn't detected all malware files.
Adware. Win32.NewDotNet -  The trojan isn't detected.

AdWare.Win32.Virtumonde.bq - Couldn’t delete malware files.
Backdoor.Win32.Haxdoor.ix - Detected and deleted all files except dvb03a.dll
Backdoor.Win32.PcClient.ca + Autorun key remained in the system registry.

Email-Worm.Win32.Scano.ac - Windows Desktop disappeared after deleting malware file and restart (autorun key remained in the 
system registry)

Trojan-Clicker.Win32.Costrat.l -  The trojan isn't detected.
Trojan-Downloader.Win32.Agent.brr -  The trojan isn't detected.

Trojan-Downloader.Win32.Agent.brk - Detected and removed ip6fw.sys, startdrv.exe and runtime.sys which were restored again after 
system restart. Runtime2.sys didn't detected.

Trojan-Proxy.Win32.Agent.lb + Autorun key remained in the system registry.
Trojan-Proxy.Win32.Wopla.ag -  The trojan isn't detected.
Trojan-Proxy. Win32.Xorpix.ba -  The trojan isn't detected.
Trojan-Spy.Win32.Bancos.amm -  The trojan isn't detected.

Trojan-Spy.Win32.Goldun.ls + Autorun key remained in the system registry.
Virus.Win32.Gpcode.af - Didn't restore encripted files.
Rootkit.Win32.Agent.ea -  The trojan isn't detected.

SpamTool.Win32.Agent.u - Deleted *.nls file but it was restored after system restart. Couldn't detect ndis.sys.

http://www.anti-malware-test.com/ When using information taken from Anti-Malware-Test.com,
you are required to include a reference to the source material!

"Trojan isn't detected" means that antivirus didn't detect the malware in infected system, but successfully detected malware installer.

Eset NOD32 Antivirus 2.70.39



Malware name Results Details
Adware.Win32. Look2me.ab - Didn't detected all malware files.
Adware. Win32.NewDotNet - The malware was successfully deleted but disappeared the internet connection.

AdWare.Win32.Virtumonde.bq -  The trojan isn't detected.
Backdoor.Win32.Haxdoor.ix -  The trojan isn't detected.
Backdoor.Win32.PcClient.ca + Autorun key remained in the system registry.
Email-Worm.Win32.Scano.ac - Couldn't delete the malware file, which restored again after system restart.
Trojan-Clicker.Win32.Costrat.l - The trojan was detected, but F-Secure couldn't delete it.

Trojan-Downloader.Win32.Agent.brr - Trojan isn't detected
Trojan-Downloader.Win32.Agent.brk - Detected and deleted ip6fw.sys file, but hung up in checking runtime2.sys.

Trojan-Proxy.Win32.Agent.lb + Autorun key remained in the system registry.
Trojan-Proxy.Win32.Wopla.ag - The trojan was detected, but F-Secure couldn't delete it.
Trojan-Proxy. Win32.Xorpix.ba -  The trojan isn't detected.
Trojan-Spy.Win32.Bancos.amm -  The trojan isn't detected.

Trojan-Spy.Win32.Goldun.ls + Autorun key remained in the system registry.
Virus.Win32.Gpcode.af - Didn't cure files of all types.
Rootkit.Win32.Agent.ea -  The trojan isn't detected.

SpamTool.Win32.Agent.u - BSOD after the first restart after the antivirus installation.

http://www.anti-malware-test.com/ When using information taken from Anti-Malware-Test.com,
you are required to include a reference to the source material!

"Trojan isn't detected" means that antivirus didn't detect the malware in infected system, but successfully detected malware installer.

F-Secure Anti-Virus 2007 7.02.395



Malware name Results Details
Adware.Win32. Look2me.ab + +
Adware. Win32.NewDotNet + +

AdWare.Win32.Virtumonde.bq + Autorun key remained in the system registry.
Backdoor.Win32.Haxdoor.ix + +
Backdoor.Win32.PcClient.ca + Autorun key remained in the system registry.
Email-Worm.Win32.Scano.ac + +
Trojan-Clicker.Win32.Costrat.l + Autorun key remained in the system registry.

Trojan-Downloader.Win32.Agent.brr -  The trojan isn't detected.
Trojan-Downloader.Win32.Agent.brk - Detected and removed only ip6fw.sys file which was restored after system restart.

Trojan-Proxy.Win32.Agent.lb + +
Trojan-Proxy.Win32.Wopla.ag + Autorun key remained in the system registry.
Trojan-Proxy. Win32.Xorpix.ba + +
Trojan-Spy.Win32.Bancos.amm - System was hanged up after starting the antivirus.

Trojan-Spy.Win32.Goldun.ls + +
Virus.Win32.Gpcode.af + +
Rootkit.Win32.Agent.ea - Detected Lsw61.sys, but couldn't deleted it.

SpamTool.Win32.Agent.u - BSOD after the antivirus installation.

http://www.anti-malware-test.com/ When using information taken from Anti-Malware-Test.com,
you are required to include a reference to the source material!

"Trojan isn't detected" means that antivirus didn't detect the malware in infected system, but successfully detected malware installer.

Kaspersky Anti-Virus 7.0.0.125



Malware name Results Details
Adware.Win32. Look2me.ab - Didn't detected all malware files.
Adware. Win32.NewDotNet + NSP key remained.

AdWare.Win32.Virtumonde.bq + +
Backdoor.Win32.Haxdoor.ix - Couldn’t install the antivirus.
Backdoor.Win32.PcClient.ca + Autorun key remained in the system registry.

Email-Worm.Win32.Scano.ac - Windows Desktop disappeared after deleting the malware file and restart (autorun key remained in 
the system registry)

Trojan-Clicker.Win32.Costrat.l - Detected the SYSENTER intercept only.
Trojan-Downloader.Win32.Agent.brr -  The trojan isn't detected.
Trojan-Downloader.Win32.Agent.brk - Detected and removed only ip6fw.sys file which was restored again after system restart.

Trojan-Proxy.Win32.Agent.lb + Autorun key remained in the system registry.
Trojan-Proxy.Win32.Wopla.ag -  The trojan isn't detected.
Trojan-Proxy. Win32.Xorpix.ba -  The trojan isn't detected.
Trojan-Spy.Win32.Bancos.amm -  The trojan isn't detected.

Trojan-Spy.Win32.Goldun.ls + +
Virus.Win32.Gpcode.af - Didn't restore encrypted files
Rootkit.Win32.Agent.ea - Didn't detect the malware files.

SpamTool.Win32.Agent.u - Deleted *.nls file but it was restored after system restart. Couldn't detect ndis.sys.

http://www.anti-malware-test.com/ When using information taken from Anti-Malware-Test.com,
you are required to include a reference to the source material!

"Trojan isn't detected" means that antivirus didn't detect the malware in infected system, but successfully detected malware installer.

McAfee VirusScan 2007



Malware name Results Details
Adware.Win32. Look2me.ab + Autorun key remained in the system registry.
Adware. Win32.NewDotNet + +

AdWare.Win32.Virtumonde.bq -  The trojan isn't detected.
Backdoor.Win32.Haxdoor.ix + Autorun key remained in the system registry.
Backdoor.Win32.PcClient.ca + Autorun key remained in the system registry.

Email-Worm.Win32.Scano.ac - Windows Desktop disappeared after deleting malware file and restart (autorun key remained in the 
system registry)

Trojan-Clicker.Win32.Costrat.l -  The trojan isn't detected.
Trojan-Downloader.Win32.Agent.brr + Autorun key remained in the system registry.

Trojan-Downloader.Win32.Agent.brk - Detected and removed ip6fw.sys and startdrv.exe which were restored again after system restart. 
Runtime2.sys didn't detected.

Trojan-Proxy.Win32.Agent.lb + Autorun key remained in the system registry.
Trojan-Proxy.Win32.Wopla.ag + Autorun key remained in the system registry.
Trojan-Proxy. Win32.Xorpix.ba + Autorun key remained in the system registry.
Trojan-Spy.Win32.Bancos.amm + Autorun key remained in the system registry.

Trojan-Spy.Win32.Goldun.ls + Autorun key remained in the system registry.
Virus.Win32.Gpcode.af - Didn't restore encrypted files
Rootkit.Win32.Agent.ea -  The trojan isn't detected.

SpamTool.Win32.Agent.u - Deleted *.nls file but it was restored after system restart. Couldn't detect ndis.sys.

http://www.anti-malware-test.com/ When using information taken from Anti-Malware-Test.com,
you are required to include a reference to the source material!

"Trojan isn't detected" means that antivirus didn't detect the malware in infected system, but successfully detected malware installer.

Panda Antivirus 2008



Malware name Results Details
Adware.Win32. Look2me.ab - Detected some malware files but couldn't delete them.
Adware. Win32.NewDotNet + +

AdWare.Win32.Virtumonde.bq - Couldn't delete the malware files.
Backdoor.Win32.Haxdoor.ix - Detected and deleted dvb03a.dll only.
Backdoor.Win32.PcClient.ca - Antivirus hung up after installation.
Email-Worm.Win32.Scano.ac - Couldn't delete malware file.
Trojan-Clicker.Win32.Costrat.l -  The trojan isn't detected.

Trojan-Downloader.Win32.Agent.brr -  The trojan isn't detected.
Trojan-Downloader.Win32.Agent.brk - Detected and removed only ip6fw.sys file which was restored again after system restart.

Trojan-Proxy.Win32.Agent.lb + Autorun key remained in the system registry
Trojan-Proxy.Win32.Wopla.ag -  The trojan isn't detected.
Trojan-Proxy. Win32.Xorpix.ba -  The trojan isn't detected.
Trojan-Spy.Win32.Bancos.amm -  The trojan isn't detected.

Trojan-Spy.Win32.Goldun.ls + Autorun key remained in the system registry.
Virus.Win32.Gpcode.af - Didn't restore encrypted files.
Rootkit.Win32.Agent.ea -  The trojan isn't detected.

SpamTool.Win32.Agent.u - Detected *.nls file but couldn’t delete it.

http://www.anti-malware-test.com/ When using information taken from Anti-Malware-Test.com,
you are required to include a reference to the source material!

"Trojan isn't detected" means that antivirus didn't detect the malware in infected system, but successfully detected malware installer.

Sophos Anti-Virus 6.5.7 R2



Malware name Results Details
Adware.Win32. Look2me.ab + +
Adware. Win32.NewDotNet + +

AdWare.Win32.Virtumonde.bq + +
Backdoor.Win32.Haxdoor.ix + +
Backdoor.Win32.PcClient.ca + Autorun key remained in the system registry.
Email-Worm.Win32.Scano.ac - The antivirus hung up during installation.
Trojan-Clicker.Win32.Costrat.l + +

Trojan-Downloader.Win32.Agent.brr + +
Trojan-Downloader.Win32.Agent.brk - Detected and removed only ip6fw.sys file which was restored again after system restart.

Trojan-Proxy.Win32.Agent.lb + +
Trojan-Proxy.Win32.Wopla.ag + +
Trojan-Proxy. Win32.Xorpix.ba + +
Trojan-Spy.Win32.Bancos.amm + +

Trojan-Spy.Win32.Goldun.ls + +
Virus.Win32.Gpcode.af - The antivirus couldn't  be installed.
Rootkit.Win32.Agent.ea - The antivirus hung up during scanning.

SpamTool.Win32.Agent.u - The system couldn't start after the antivirus installation and reboot.

http://www.anti-malware-test.com/ When using information taken from Anti-Malware-Test.com,
you are required to include a reference to the source material!

"Trojan isn't detected" means that antivirus didn't detect the malware in infected system, but successfully detected malware installer.

Symantec Norton AntiVirus 2007



Malware name Results Details
Adware.Win32. Look2me.ab - Detected and removed only a part of malware.
Adware. Win32.NewDotNet + NSP key remained.

AdWare.Win32.Virtumonde.bq + Autorun key remained in the system registry.
Backdoor.Win32.Haxdoor.ix + Autorun key remained in the system registry.
Backdoor.Win32.PcClient.ca - Couldn't delete the service part of the trojan.

Email-Worm.Win32.Scano.ac - Windows Desktop disappeared after deleting malware files and restart (autorun key remained in the 
system registry)

Trojan-Clicker.Win32.Costrat.l -  The trojan isn't detected.
Trojan-Downloader.Win32.Agent.brr -  The trojan isn't detected.

Trojan-Downloader.Win32.Agent.brk - Detected and removed ip6fw.sys, startdrv.exe and runtime.sys which were restored after system 
restart. Runtime2.sys didn't detected.

Trojan-Proxy.Win32.Agent.lb + Autorun key remained in the system registry.
Trojan-Proxy.Win32.Wopla.ag -  The trojan isn't detected.
Trojan-Proxy. Win32.Xorpix.ba -  The trojan isn't detected.
Trojan-Spy.Win32.Bancos.amm -  The trojan isn't detected.

Trojan-Spy.Win32.Goldun.ls + Autorun key remained in the system registry.
Virus.Win32.Gpcode.af - Didn't restore encrypted files
Rootkit.Win32.Agent.ea -  The trojan isn't detected.

SpamTool.Win32.Agent.u - Deleted *.nls file but it was restored after system restart. Couldn't detect ndis.sys.

http://www.anti-malware-test.com/ When using information taken from Anti-Malware-Test.com,
you are required to include a reference to the source material!

"Trojan isn't detected" means that antivirus didn't detect the malware in infected system, but successfully detected malware installer.

Trend Micro PC-Cillin 2007



VBA32 Antivirus 3.12.2.2
Malware name Results Details

Adware.Win32. Look2me.ab - Detected and removed only a part of malware.
Adware. Win32.NewDotNet - The malware couldn't be deleted.

AdWare.Win32.Virtumonde.bq - The malware couldn't be deleted.
Backdoor.Win32.Haxdoor.ix - Detected dvb03a.dll, but couldn't delete it.
Backdoor.Win32.PcClient.ca - Detected Yigxkmtz.dll, but couldn't delete it.

Email-Worm.Win32.Scano.ac - Windows Desktop disappeared after deleting malware file and restart (autorun key remained in the 
system registry)

Trojan-Clicker.Win32.Costrat.l -  The trojan isn't detected.
Trojan-Downloader.Win32.Agent.brr -  The trojan isn't detected.
Trojan-Downloader.Win32.Agent.brk - Detected and removed only ip6fw.sys file which was restored again after system restart.

Trojan-Proxy.Win32.Agent.lb + Autorun key remained in the system registry.
Trojan-Proxy.Win32.Wopla.ag -  The trojan isn't detected.
Trojan-Proxy. Win32.Xorpix.ba -  The trojan isn't detected.
Trojan-Spy.Win32.Bancos.amm -  The trojan isn't detected.

Trojan-Spy.Win32.Goldun.ls - Detected asusrx20.dll, but couldn't delete it.
Virus.Win32.Gpcode.af - Didn't restore encrypted files
Rootkit.Win32.Agent.ea -  The trojan isn't detected.

SpamTool.Win32.Agent.u -  The trojan isn't detected.

http://www.anti-malware-test.com/ When using information taken from Anti-Malware-Test.com,
you are required to include a reference to the source material!

"Trojan isn't detected" means that antivirus didn't detect the malware in infected system, but successfully detected malware installer.


